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1. TpeGoBaHusl K MEePCOHATY

JIisi  yCTIEIIHOTO BBITIOJIHEHHUSI YCTAaHOBKU TporpammHoro obecneuenust Ilmardopmsr JINLL,

MEpCOHAI JOJDKCH UMCTh CICAYIOIIUC 3HAHUA U HABBIKU:

HaBBIKK aJIMUHHCTpHpOBaHus LiNUX (ycraHoBKa\ygaJieHHE MAKETOB; MPOBEPKAa PECYpCOB
cepBepa; paboTra ¢ yTeHHEM JIOT (DaiijioB; MpoBEpKa paspellieHuid Ha (aiabl U ManKu;
KOH(]UTypalus ceTH, HacTpoiika iptables u 1.1.);

ombIT padoTel ¢ Docker (B T.4. cOOpKH KOHTECHHEPOB);

0a30BbIC HABBIKM aJMUHHCTpUpOBaHHUs BeO-cepBepoB Apache/NginX (ymerb HacTpOUTH
nedonTHeIA caifT, HacTpouTh SSL, HACTPOUTH YPOBHU JOTUPOBAHMUS);

0a3zoBbie HaBbIKK anmuaucTprpoBanus b1 (Postgres);

XOpolliee MOHUMaHNE MPOTyKTUBHBIX HHTEPHET cepBUCOB U TexHosoruii: DNS, FTP/SFTP,
TCP, UDP u 1.1



2. TpeGoBaHUS K OKPYKEHHIO

e Omnepammonnas cuctema Debian 9 u Beitie, Ubuntu 18.03 u BbIe;
e Docker ¢ HacTpoenHo# koHTelHepu3anueit Ha Linux.



3. YcTraHoBKa
YcTaHOBKY IPOrPaMMHOTO 00€CIIEUeHHs CIEAYET BBIMOIHATh M0 MOpsaKy ¢ 1m.3.1 mo m.3.5.18.
3.1. Hacrpoiite Consul
1. Co3paiite (aiin koHPUrypanuu touch /etc/consul.d/consul.json

{
"skip leave on interrupt": true,
"retry join": [],
"start join": [],
"datacenter": "lic dc",
"server": false,
"ui config": {"enabled":true},
"bootstrap" : false,
"client addr": "0.0.0.0",
"log level": "INFO",
"disable host node id": false,
"ports": {

"http": 3500

}

}

2. Ckauaiite Consul, pacrakyiiTe apxus.
3. Cxonupyiite Consul:

mv consul /usr/local/bin/
cd /usr/local/bin/
chmod +x consul

4. ITpoBepsbTe:

consul --version

5. 3aBepuInTe yCTaHOBKY:

consul -autocomplete-install

complete -C /usr/local/bin/consul consul

useradd --system --home /etc/consul.d --shell /bin/false consul
mkdir --parents /opt/consul

6. Co3naiiTe cepBuC 3aIryckKa:

touch /etc/systemd/system/consul.service

7. OTpeIakKTUPYHUTE mc -e /etc/systemd/system/consul.service IS MapaMerpa —bind
HE0OX0AMMO yKasaTh ¢usndeckuii [P-aapec MammHsI:

[Unit]

Description="HashiCorp Consul - SamSMU Service discovery"
Documentation=https://www.consul.io/
Requires=network-online.target
After=network-online.target
#ConditionFileNotEmpty=/etc/consul.d/consul.hcl

[Service]

#User=consul

#Group=consul

ExecStart=/usr/local/bin/consul agent -config-dir=/etc/consul.d/ -
bind=192.168.6.20 -node=prod

ExecReload=/usr/local/bin/consul reload

KillMode=process

Restart=on-failure

LimitNOFILE=65536

[Install]
WantedBy=multi-user.target




8. 3amyctute Consul:

systemctl enable consul
systemctl start consul
systemctl status consul

Cchbuika Ha OUITHATEHYIO TOKYMEHTAIIUIO:

https://learn.hashicorp.com/consul/advanced/day-1-operations/deployment-quide

[Ipumeuanue. [1j1s1 BOCCTAaHOBIIEHHS HACTPOEK HEOOXOAUMO BBIIIOJTHUTH KOMAH/TY:
consul backup restore <nyTb mo oaiia 6szkamna>/consul.snp

3.2. Hacrpoiite Docker

1. CommonAccessService.docker.node.json

{
"CommonAccessService": {
"SelfAddress": "192.168.6.20", //nponucars  busuueckuit  IP-ampec
JIOKAJIbHOM MaummHe ( localhost He momxonuT)
"Port": 20350
}

}

2. appsettings.docker.node.json (Bmecro http://192.168.6.20:3500/ ykakute ampec g0 Consul u3

paszaena 3.1.):

{

"ServiceDiscovery": {
"HttpEndpoint": "http://192.168.6.20:3500", //nponucaTs NOYyThb IO
consul
"SelfAddress": "192.168.6.20" //mponucaTb dusMuecKUMm IP-ampec

JIOKAaJIbHOM MaummHe ( localhost He momxoIuT)

b

"DataMigration": true

}

3. consulbeat.yml (Bmecto http://192.168.6.20:3500/ yxaxkute agpec g0 Consul u3 pasgena

FHAHHF AR F AR AR AR A EHHE Consulbeat #H######FFHAFHFHARHSHFHAHHS
consulbeat:
# Defines how often an event is sent to the output
period: 10s
# Defines the consul url
consul url: "http://192.168.6.20:3500/" # npommcaTs nyTb no consul
fail on http error: false

#-mm Logstash output ------—---------———————-
output.logstash:

hosts: ["plat-consulbeat-logstash:15055"]
f========================= Logging ====
logging.level: info
logging.selectors: ["*"]}

3.1.):

4. logstash.consulbeat.yml

## Default Logstash configuration from logstash-docker.

4 from https://github.com/elastic/logstash-
docker/blob/master/build/logstash/config/logstash-oss.yml
#

http.host: "0.0.0.0"
path.config: /etc/logstash/pipeline
path.logs: /var/log/logstash



https://learn.hashicorp.com/consul/advanced/day-1-operations/deployment-guide

5. logstash.consulbeat.conf

input {
beats {
port => 15055
}

# First filter
filter {
#ignore log comments
if [message] =~ ""#" {
drop {}
}

grok {
break on_match => false
patterns dir => "./patterns"
match => [

"message" , "${TIMESTAMP IS08601:timestamp} %{IPORHOST:serverip} $%{WORD:verb}
S {NOTSPACE:request} ${NOTSPACE:querystring} ${NUMBER:port} ${NOTSPACE:auth}
${IPORHOST:clientip} %{NOTSPACE:agent} $%{NOTSPACE:referrer} %{NUMBER:response
} %${NUMBER:sub response} %{NUMBER:sc status} %{NUMBER:responsetime}",

"message" , "${TIMESTAMP IS08601:timestamp} %{IPORHOST:serverip} %{WORD:verb}
${NOTSPACE:request} ${NOTSPACE:querystring} ${NUMBER:port} ${NOTSPACE:auth}
%{IPORHOST:clientip} %{NOTSPACE:agent} %{NUMBER:response} %{NUMBER:sub_respon
se} ${NUMBER:sc_status} $%{NUMBER:responsetime}",

"message" , "%{TIMESTAMP IS0860l1:timestamp} %{IPORHOST:serverip} %{WORD:verb}
S {NOTSPACE:request} ${NOTSPACE:querystring} ${NUMBER:port} ${NOTSPACE:auth}
%{IPORHOST:clientip} %{NOTSPACE:agent} %{NUMBER:response} %{NUMBER:sub_respon
se} %{NUMBER:sc_status}",

"querystring", " (?:\&SERVER-ROUTED=(?<routed server>[\.,\w]+)\&?)",
"querystring", " (?:\&SERVER-STATUS=(?<routed status>[\d]+)\&*)",
"routed server", "7 (?:(?<service environment>[\w]+))\.(?: (?<service name>[\w, \-
PR DAV AN AR A
1
}
date {
match => [ "timestamp", "yyyy-MM-dd HH:mm:ss", "IS08601" ]

target => "@timestamp"
locale => "en"
timezone => "UTC"

output {
elasticsearch {
hosts => ["http://es1:9200"]
index => "consulbeat-plat--%{+YYYY.MM.dd}"
template name => "consulbeat-plat"
template overwrite => false
manage_ template => true

6. logstash.logs.ymi

## Default Logstash configuration from logstash-docker.
## from https://github.com/elastic/logstash-
docker/blob/master/build/logstash/config/logstash-oss.yml
#

http.host: "0.0.0.0"

path.config: /etc/logstash/pipeline

path.logs: /usr/share/logstash/logs

C/C++ detected




7. logstash.logs.conf

input {
beats {
port => "15055"
}
}

filter {
json {
source => "message"
target => "parsedJson"

}

mutate {
rename => {

" [parsedJson] [Date]" => "record time"
"[parsedJdson] [Level]" => "Level"
"[parsedJdson] [Host]" => "Host"
"[parseddson] [Machine]" => "routed server"
"[parsedJdson] [Env]" => "service_enGironment"
" [parsedJson] [Metrics] [StatusCode]" => "routed status"
" [parsedJson] [Metrics] [RequestMethod]" => "http method"
"[parseddson] [Metrics] [RequestPath]" => "url"
"[parseddson] [Metrics] [Elapsed]" => "responsetime"
"[parseddson] [Metrics] [Responded]" => "respondedtime"
" [parsedJson] [Metrics] [ServiceName]" => "service name"
" [parsedJson] [Metrics] [Headers]" => "headers 1"
}

}

if [headers 1] !~ /.+/

{
if ![headers 1] [X-Real-IP]
{

ruby { code => "event.get('headers 1').each {|hash]|
event.set (hash['Key'], hash['Value']) }" }
lelse
{
mutate {

add field => { "X-Real-IP" => "${[headers 1][X-Real-IP]}" }
}

}
mutate {
rename => { "X-Real-IP" => "real ip" }

}

geoip { source => "real ip" }

mutate {
convert => [ "routed status","integer" ]
convert => [ "responsetime","float" ]
convert => [ "respondedtime","float" ]

}

date {

match => ["record time", "yyyy-MM-dd HH:mm:ss.SSSS"]
timezone => "UCT"
target => "@timestamp"

}

if [url] [Value]
{
mutate { add field => { "new url" => "%{[url] [Value]}" } }
}
else

{
mutate { rename => { "[url]" => "new url" } }

}




grok {

match => { "[new url]" =>
"~/ (?<api_direct>[\w]+)/ (?<api controller>[\w\-\d]+) (?<api method>/[\w\-
\d1+)*vv }

add tag => [ "success grok" ]
}
mutate {
remove field => [ "url" ]
}
mutate {
rename => { "new_url" => "url" }

}

if "success grok" in [tags]

{

}else { drop { } }
if [api controller] == "HealthCheck" ({
drop { }
}
}
output {

elasticsearch {
hosts => "esl1:9200"
index => "logs-plat-%{+YYYY.MM.dd}"
}
}

8. filebeat.logs.ymi

filebeat.inputs:

- type: log
enabled: true
paths:

- /var/logs/Timings/*/*.log
/var/logs/Timings/*/*/*.log
/var/logs/Timings/*/*/*/*.log
/var/logs/Timings/*/*/*/*/*.log

- /var/logs/Timings/*/*/*/*/*/* . log

exclude lines: ['"RequestPath":"/sys/HealthCheck"']
logging.metrics.enabled: false
output.logstash:

hosts: ["plat-logstash-logs:15055"]
tags: ["production","docker"]

3.3. Co3snaiire docker-secrets

1. plat_connectionstring_production
User
ID=plat user admin;Password=123123123;Host=postgres;Port=5432;Database=plat prod;
Pooling=true;

2. ConnectionStrings_catalog_ru_ru_production
User
ID=plat user admin;Password=123123123;Host=postgres;Port=5432;Database=plat prod;
Pooling=true;

3. plat_hangfire_reports_production
User
ID=plat user admin;Password=123123123;Host=postgres;Port=5432;Database=plat hf re
ports prod;Pooling=true;

4. plat_hangfire_marketplaces_production
User
ID=plat user admin;Password=123123123;Host=postgres;Port=5432;Database=plat hf ma
rketplaces prod;Pooling=true;



5. pgbouncer_users
"plat user admin" "123123123"

3.4. Co3naiite B nokepe Volumes FileStorage
3.5. YcranoBure Moy au:
3.5.1. ba3a nannbix — PostgreSQL
Cospnaiite daitn /usr/inst/docker-compose.psql.yml U BBIIOJIHATE KOMaHIY

docker-compose /usr/inst/docker-compose.psgl.yml up -d

version: "3.8"

services:
postgres-prod-db:
image: postgres:13
command: postgres -c shared buffers=256MB -c max connections=600
volumes:
- postgresdb cache:/tmp/cache
- db_local:/var/lib/postgresqgl/data

# pgbouncer:
# fix: UTOOHE He MPABUTH CTPOKM MOIAKIOUESHMS
postgres:
image: edoburu/pgbouncer
environment:
- DB _HOST=postgres-prod-db
- MAX CLIENT CONN=2000
- LISTEN PORT=5432
- AUTH_FILE=/run/secrets/pgbouncer users
- AUTH TYPE=md5
- POOL MODE=session
- DEFAULT POOL_SIZE=100
- IGNORE_STARTUP PARAMETERS=extra float digits
- DB _USER=plat user admin
secrets:
- pgbouncer users
volumes:
- pgbouncer-log-prod:/postgresqgl/logs
- pgbouncer-run-prod:/var/run/postgresqgl

secrets:
pgbouncer users:
external: true
name: pgbouncer users prod

volumes:
pgbouncer-log-prod:
pgbouncer-run-prod:
postgresdb cache:
do local:



https://youtrack.smuit.ru/articles/NR-A-198

3.5.2. Cepsuc nas xpanenus jJoroB — Elasticsearch
Cosnaiite daiin /usr/inst/docker-compose.es. yml U BBITOJHUTE KOMAHTY

docker-compose /usr/inst/docker-compose.es.yml up -d

version: "3.8"

services:

volumes:

es01:
image: docker.elastic.co/elasticsearch/elasticsearch:7.13.0
container name: esOl
environment:
- node.name=es01
- cluster.name=es-docker-cluster-prod
- cluster.initial master nodes=es(l
- node.max local storage nodes=3
- "ES JAVA OPTS=-Xms2g -Xmx2g"

ulimits:
memlock:
soft: -1
hard: -1
volumes:

- elasticsearch data:/usr/share/elasticsearch/data

kib01:

image: docker.elastic.co/kibana/kibana:7.1.1

container name: kibO1l

depends_on:
- esO1

ports:
- 18601:5601

environment:
SERVERNAME: localhost
ELASTICSEARCH URL: http://es01:9200
ELASTICSEARCH HOSTS: http://es01:9200
ELASTICSEARCH USERNAME: admin
ELASTICSEARCH PASSWORD: 123456

cerebro:
image: lmenezes/cerebro:latest
container name: cerebro
ports:
- 18000:9000
volumes:
- cerebro_d:/opt/cerebro

cerebro d:
driver: local
elasticsearch data:
driver: local




3.5.3. Coopmuk s0oroB Logstash+filebeat

1. Co3paiite manky mkdir /usr/share/logs/Timings
2. Cozpaiite ¢aiin /usr/inst/docker-compose.logstash. yml U BBIIOJTHATE KOMAHIY
docker-compose /usr/inst/docker-compose.logstash.yml up -d

version: "3.7"

services:
plat-logstash-logs:
image: docker.elastic.co/logstash/logstash-oss:7.1.1

environment:
LS JAVA OPTS: "-Xmxlg -Xmslg"
labels:
traefik.enable: "false"
configs:

- source: logstash.logs.yml
target: /etc/logstash/config/logstash.yml
- source: logstash.logs.conf
target: /etc/logstash/pipeline/logstash.conf

filebeat:
image: docker.elastic.co/beats/filebeat:7.9.1
hostname: "{{.Node.Hostname}}-filebeat"
user: root
configs:
- source: filebeat.logs.yml
target: /usr/share/filebeat/filebeat.yml

volumes:
- /usr/share/logs/Timings/:/var/logs/Timings/:ro
command: ["--strict.perms=false"]
configs:

consulbeat.yml:
external: true
logstash.logs.yml:
external: true
logstash.logs.conf:
external: true
filebeat.logs.yml:
external: true

3.5.4. Hacrpoiika cucrembl MOHUTOpHHIa — Graphana

1. Co3paiite daiin /usr/inst/docker-compose.graphana.yml U BBIIIOJHATE KOMaHIY
docker-compose /usr/inst/docker-compose.graphana.yml up -d

version: "3.7"

services:
grafana:
image: grafana/grafana
ports:
- 3000:3000
volumes:
- grafana data:/var/lib/grafana

volumes:
grafana data:

2. Co3aiiTe UCTOYHUKA JAHHBIX:
1. consulbeat.plat
0. Name: consulbeat.plat
1. URL: http://es1:9200
2. index name: [consulbeat-plat--]YYYY.MM.DD
3. pattern: Daily


http://es1:9200/

4. timefield: @timestamp
5. version: 7.0+
6. Max connection shard request: 20
2. Plat.card
Name: Plat.card
URL.: http://es1:9200
index name: [logs-plat-]YYYY.MM.DD
pattern: Daily
timefield: @timestamp
version: 7.0+
Max connection shard request: 20
3. Cosparite mro0bie 3 notification channel
4. Cosznaiite dashboard uepes umnopt (aitna:Plat.Services-1654723764463.json

ok wbdkE O

3.5.5. Hacrpoiika consulbeat — Healthcheck beatlogger
Co3spnaiite ¢aiin /usr/inst/docker-compose.consulbeat.yml u BeimosiHuTe KOMaHTYy

docker-compose /usr/inst/docker-compose.consulbeat.yml up -d

version: "3.7"
services:
consulbeat:

hostname: "plat-consulbeat-1x-{{.Node.Hostname}}"

image: "{dockerhub repository}/consulbeat-5:latest-linux"

command: './consulbeat-linux-amd64 -c /etc/consulbeat/consulbeat.yml -e
_d*'

restart: always

configs:

- source: consulbeat.yml
target: /etc/consulbeat/consulbeat.yml

plat-consulbeat-logstash:
image: docker.elastic.co/logstash/logstash-oss:7.1.1
ports:
- 15055:15055
environment:
LS JAVA OPTS: "-Xmxlg -Xmslg"
labels:
traefik.enable: "false"
configs:
- source: logstash.consulbeat.yml
target: /etc/logstash/config/logstash.yml
- source: logstash.consulbeat.conf
target: /etc/logstash/pipeline/logstash.conf

configs:
consulbeat.yml:
external: true
logstash.consulbeat.yml:
external: true
logstash.consulbeat.conf:
external: true
C# detected

3.5.6. CepBuc npaB goctyna

1. Co3paiiTe Ha JIOKaJIbHOW MaIllWHE MyTH:

mkdir /usr/share/logs/Accesses
mkdir /usr/share/logs/Timings/Accesses


http://es1:9200/
https://mirxr.ru/uploads/Plat.Services.zip

2. Cozpaiite ¢aiin /usr/inst/docker—-compose.access. yml U BBIIOJHUTE KOMAHTY
docker-compose /usr/inst/docker-compose.access.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-accesses-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.accesses.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20350"
environment:
- ASPNETCORE ENVIRONMENT=production
restart: always
configs:
- source: CommonAccessService.docker.node.json
target: /app/CommonAccessService.docker.node.json
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/Accesses:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Accesses:/usr/logs/Timings
ports:
- 20350:80

configs:
CommonAccessService.docker.node. json:
external: true
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true




3.5.7. CepBHC 001IUX CIPABOYHUKOB

1. Co3zpaiiTe Ha IOKaJIbHOW MAIIMHE ITyTU:

mkdir /usr/share/logs/Globals
mkdir /usr/share/logs/Timings/Globals

2. Cozpaiite docker secrets plat connectionstring production u HogoXute
CTPOKY NOAKIIOUEHHS K b/

3. Coznaiite ¢aitn /usr/inst/docker—-compose.Globals. yml U BHIIOJIHATH KOMaHIY
docker-compose /usr/inst/docker-compose.Globals.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-globals-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.globals.serviceweb:latest-1linux"
environment: -
- ASPNETCORE_ENVIRONMENT:prOduction
- DB_CONNECTIONS STRING="cat /run/secrets/plat connectionstring"
command: "--ServiceDiscovery:Port=20355 --
ConnectionStrings:ais=/run/secrets/plat_ connectionstring production"
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/Globals:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Globals:/usr/logs/Timings
ports:
- 20355:80
secrets:
- plat connectionstring production

secrets:
plat connectionstring production:
external: true

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true




3.5.8. CepBHC MOTOKOBBIX JAHHBIX

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/FileStorages
mkdir /usr/share/logs/Timings/FileStorages

2. Cozpaiite ¢aitn /usr/inst/docker-compose.filestorages.yml U BBIIIOJHUTE KOMAHTY
docker-compose /usr/inst/docker-compose.filestorages.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-filestorages-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.filestorages.serviceweb:latest-
linux"
command: "--ServiceDiscovery:Port=20354"
environment:
- ASPNETCORE_ENVIRONMENT:prOduction
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- FileStorage:/IExercise
- /usr/share/logs/FileStorages:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/FileStorages:/usr/logs/Timings
ports:
- 20354:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true
C# detected




3.5.9. CepBuc 3ameToK

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/Records
mkdir /usr/share/logs/Timings/Records

2. Cozpaiite ¢aiin /usr/inst/docker—-compose.Records. yml U BBITIOJHUTE KOMaHTY
docker-compose /usr/inst/docker-compose.Records.yml up -d

version: "3.7"

services:
serviceweb:

hostname: "plat-records-web-1lx-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.records.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20358"
environment:

- ASPNETCORE_ENVIRONMENT:prOduction
restart: always
configs:

- source: appsettings.docker.node.json

target: /app/appsettings.docker.node.json

volumes:

- /usr/share/fs:/FileStorage

- /usr/share/logs/Records:/usr/logs/ServiceWeb

- /usr/share/logs/Timings/Records:/usr/logs/Timings
ports:

- 20358:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true




3.5.10. CepBuc HacTpoek BHemHux I1O

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/Exercises
mkdir /usr/share/logs/Timings/Exercises

2. Cozpaiite ¢aiin /usr/inst/docker-compose.Exercises.yml U BBIIIOJHUTE KOMAaH]Y
docker-compose /usr/inst/docker-compose.Exercises.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-exercises-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.exercises.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20327"
environment:
- ASPNETCORE_ENVIRONMENT:production
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/Exercises:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Exercises:/usr/logs/Timings
ports:
- 20327:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true




3.5.11. CepBuc ¢popyma

1. CozpaiiTe Ha TOKAJIBLHOM MallIUHE ITYTH:

mkdir /usr/share/logs/forum/web
mkdir /usr/share/logs/Timings/forum/web

2. Cozpaiite ¢aiin /usr/inst/docker-compose.forum.web.yml U BBIIOJHUTE KOMAHTY
docker-compose /usr/inst/docker-compose.forum.web.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "reviais-forum-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.reviais.forum.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20370"
environment:
- ASPNETCORE_ENVIRONMENT:prOduCtiOD
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/forum/web:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/forum/web: /usr/logs/Timings
ports:
- 20370:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true




3.5.12. CepBuc 3axa3oB, oopameHuni

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/Appointments
mkdir /usr/share/logs/Timings/Appointments

2. Cozpaiite ¢aitn /usr/inst/docker-compose.appointments.yml U BEIOJHUTE KOMaHTY
docker-compose /usr/inst/docker-compose.appointments.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-appointments-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.appointments.serviceweb:latest-
linux"
command: "--ServiceDiscovery:Port=20351"
environment:
- ASPNETCORE_ENVIRONMENT:prOduction
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/Appointments:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Appointments:/usr/logs/Timings
ports:
- 20351:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true
C# detected




3.5.13. CepBuc noKynok, OWJIHHIa

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/marketplaces/bg
mkdir /usr/share/logs/Timings/marketplaces/bg

2. co3math Qailst /usr/inst/docker-compose.marketplaces.yml U BBIIOJTHATE KOMaHIY
docker-compose /usr/inst/docker-compose.marketplaces.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-marketplaces-web-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.marketplaces.serviceweb:latest-
linux" -
command: "--ServiceDiscovery:Port=20373"
environment:
- ASPNETCORE_ENVIRONMENT:production
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/marketplaces/web:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/marketplaces/web:/usr/logs/Timings
ports:
- 20373:80

background:
hostname: "plat-marketplaces-bg-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.marketplaces.background:latest-
linux"
command: "--ServiceDiscovery:Port=20380 --console"
environment:
- ASPNETCORE ENVIRONMENT=production
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/marketplaces/bg:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/marketplaces/bg:/usr/logs/Timings
ports:
- 20380:80
secrets:
- source: plat hangfire marketplaces production
target: ConnectionStrings hangfire production

configs:
appsettings.docker.node. json:
external: true

secrets:
plat hangfire marketplaces production:
external: true

volumes:
FileStorage:
external: true




3.5.14. CepBuc kartajora

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/samsmu.plat.catalog
mkdir /usr/share/logs/Timings/samsmu.plat.catalog

2. Cozpaiite docker secrets ConnectionStrings catalog ru ru production

" IOJIOKUTH CTPOKY MOAKIIFOUYCHUS KaK JJIsI CCPBUCA 06HII/IX CIIPpaBOYHHKOB

3. Cozpaiite ¢aiin /usr/inst/docker—-compose.catalog.yml U BEIIOJHUTE KOMaHTY

docker-compose /usr/inst/docker-compose.catalog.yml up -d

version: "3.7"
services:
serviceweb:

hostname: "plat-catalog-serviceweb-1x-{{.Node.Hostname}}"

image: "{dockerhub repository}/samsmu.plat.catalog.serviceweb:latest-linux"

command: "--ServiceDiscovery:Port=20352 --
Background:ServiceName='Catalog.Service.ru ru'"

environment: B

- ASPNETCORE_ENVIRONMENT=prOduCtion
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/samsmu.plat.catalog:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/samsmu.plat.catalog:/usr/logs/Timings
ports:
- 20352:80
secrets:
- source: ConnectionStrings catalog ru ru production
target: ConnectionStrings ais production

secrets:
ConnectionStrings catalog ru ru production:
external: true

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true



https://youtrack.smuit.ru/articles/NR-A-183

3.5.15. CepBuc nocerureeii

1. CoznaiiTe Ha JTOKAJIBHOM MAlIMHE ITYTH:

mkdir /usr/share/logs/actors
mkdir /usr/share/logs/Timings/actors

2. Cozpaiite ¢aiin /usr/inst/docker—-compose.actors. yml U BBIIIOJHUTE KOMAHITY
docker-compose /usr/inst/docker-compose.actors.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-actors-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.actors.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20359"
environment:
- ASPNETCORE_ENVIRONMENT:prOduction
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/actors:/usr/logs/Serviceleb
- /usr/share/logs/Timings/actors:/usr/logs/Timings
ports:
- 20359:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true




3.5.16. CepBuc oT4eTOB

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/reports/web

mkdir /usr/share/logs/Timings/reports/web
mkdir /usr/share/logs/reports/bg

mkdir /usr/share/logs/Timings/reports/bg
mkdir /usr/share/tmp/ReviReports

2. Cozpaiite ¢aiin /usr/inst/docker—-compose.reports.yml U BEITIOIHAUTS KOMaHTY
docker-compose /usr/inst/docker-compose.reports.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-reports-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.reports.serviceweb:latest-1linux"
command: "--ServiceDiscovery:Port=20721"
environment:
- ASPNETCORE_ENVIRONMENT=produCtion
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/reports/web: /usr/logs/ServiceWeb
- /usr/share/logs/Timings/reports/web:/usr/logs/Timings
ports:
- 20721:80

background-observer:
hostname: "plat-reports-bg-observer-1x-{{.Node.Hostname}}"

image: "{dockerhub repository}/samsmu.plat.reports.background:latest-linux"
command: "--ServiceDiscovery:Port=20723 --
BackgroundSettings:0OverrideQueues='0Observer' --
Background:ServiceName='Reports.Observer.Background.Service' --console"
environment:

- ASPNETCORE ENVIRONMENT=production
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/reports/bg:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/reports/bg:/usr/logs/Timings
- /usr/share/tmp/ReviReports:/tmp/ReviReports
ports:
- 20723:80
secrets:
- source: plat hangfire reports production
target: ConnectionStrings hangfire production

configs:
appsettings.docker.node. json:
external: true

secrets:
plat hangfire reports production:
external: true

volumes:
FileStorage:
external: true




3.5.17. CepBuc peiiTHHIOB, ONIPOCOB

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/Screenings/web
mkdir /usr/share/logs/Timings/Screenings/web
mkdir /usr/share/logs/Screenings/bg
mkdir /usr/share/logs/Timings/Screenings/bg

2. Cozpaiite ¢aitn /usr/inst/docker-compose.screenings.yml U BBITIOJHUTE KOMaHTY
docker-compose /usr/inst/docker-compose.screenings.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-screenings-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.screenings.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20361"
environment:
- ASPNETCORE_ENVIRONMENT=produCtion
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/Screenings/web:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Screenings/web:/usr/logs/Timings
ports:
- 20361:80

background:
hostname: "plat-screenings-background-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.screenings.background:latest-linux"
command: "--ServiceDiscovery:Port=22444 --console"
environment:
- ASPNETCORE ENVIRONMENT=production
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- /usr/share/fs:/FileStorage
- /usr/share/logs/Screenings/bg:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Screenings/bg:/usr/logs/Timings
ports:
- 22444:80
secrets:
- source: plat hangfire screenings production
target: ConnectionStrings hangfire production

configs:
appsettings.docker.node. json:
external: true

secrets:
plat hangfire screenings production:
external: true

volumes:
FileStorage:
external: true




3.5.18. CepBuc mosab3oBareJieil CHCTEMBI

1. CoznaiiTe Ha JTOKAaIbHOW MalIMHE ITyTHU:

mkdir /usr/share/logs/Users
mkdir /usr/share/logs/Timings/Users

2. Cozpaiite ¢aiin /usr/inst/docker—-compose.Users. yml U BBIIOJIHATE KOMaHIY
docker-compose /usr/inst/docker-compose.Users.yml up -d

version: "3.7"

services:
serviceweb:
hostname: "plat-users-serviceweb-1x-{{.Node.Hostname}}"
image: "{dockerhub repository}/samsmu.plat.users.serviceweb:latest-linux"
command: "--ServiceDiscovery:Port=20362"
environment:
- ASPNETCORE_ENVIRONMENT:prOduction
restart: always
configs:
- source: appsettings.docker.node.json
target: /app/appsettings.docker.node.json
volumes:
- FileStorage:/FileStorage
- /usr/share/logs/Users:/usr/logs/ServiceWeb
- /usr/share/logs/Timings/Users:/usr/logs/Timings
ports:
- 20362:80

configs:
appsettings.docker.node.json:
external: true

volumes:
FileStorage:
external: true
C# detected
HacTporka coOBITUM




4. ApapuiiHble CUTYallMH U CTIOCO0OBI MX YCTPAHEHUSA
He pa6oraer nporoxoa TLS

Ecimu y Bac omepanmonnas cucrema Ubuntu 20 wiu Bbiie, Bbl MOXETE CTOJKHYTBCSA C
po0IeMo, Koraa JaHHbIe 1o poTokory TLS He mepenaroTcs.

UToOBI yCTPAHUTH ATy IPOOIIEMY, HEOOXOMMO BBIITOJHUTD CIICTYIONIUE ICHCTBHUS:

1. no6GaBbTe B Qaii etc/ssl/openssl.cnf CISAYIONIHA KOM:

openssl conf = default conf

[ default conf ]
ssl conf = ssl sect

[ ssl sect ]
system default = system default sect

[ system default sect ]
MinProtocol = TLSv1l
DEFAULTQRSECLEVEL = 1

2. OTpemaKkTUpYHTEe KOH(UTYpali0 nginx W BHECUTE M3MEHEHHS B CIHCOK IMH(POB,
4yTOOBI 100aBUTH NiceBAOIMPp @SECLEVEL=1.

[Tpumep:

ssl protocols TLSvl TLSvl.1l TLSvl.2 TLSvl.3;
ssl ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH";

CTaHET

ssl protocols TLSvl TLSvl.1l TLSvl.2 TLSvl.3;
# seclevel for TLS 1.0 and 1.1
ssl ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH:@SECLEVEL=1";
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